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Project ARACHNE aims at providing
the MS authorities involved
in management of the Structural Funds
with an operational tool
to identify their most risky projects.




Objectives

= Support the Management and Control Systems of the
OPs, to lower the error rate and strengthen
fraud prevention and detection

= Facilitate the continuous monitoring / overview
of the internal and external data regarding projects,
beneficiaries and contracts/contractors
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How ?

-> Based on a set of
-> expenditures

-> Using some key (internal) data of the projects
with publicly available information
(external data)
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Benefits

In view of limited resources and multiplicity of operations,
key actors and systems,

Promote the
(focus on most risky projects)

Complement the risk assessment with regard to fraud
alerts and irregularities

Identify possible irregular circumstances continuously on
the basis of predefined risk criteria

Build an overall
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Risk indicators

and alerts

Risk category

Description

Procurement Risk indicators on the procurement process

Contract management

Assessment of contract management aspects of the project
and comparison to the peer group

Eligibility Verification of the eligibility period and existence of contractors and subcontractors
Performance Assessment of the coherence of activity sector ratios with the benchmark values
Concentration Cross-project and cross-operational program checks
Other Basic checks on logicality and reasonability of project data

Reputational and fraud alerts

Financial:

Relationship:

Reputation:

Sanction:

Change:
Negative info:

Overall financial performance of beneficiaries, contractors / suppliers
and sub-contractors, based on financial reporting data

Existence of relationships between beneficiaries and contractors /
suppliers or sub-contractors and their respective personnel

Involvement in activities (such as bankruptcies) that could possibly
result in reputational damages

Identification of beneficiaries, contractors/suppliers, subcontractors

or their respective personnel, blacklisted of appearing in any type of
sanction list

Any type of changes to the company structure

Alerts of any other negative information made available through text
and web mining
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Procurement
Lead time between publication of the tender notice and contract signature
Number of disqualified tender offers / Number of tender offers received
Contract management
Contract addenda cost (total) for the project / Project cost
Number of consortium partners
Eligibility
Project costs outside eligibility period - before start date
Project costs outside eligibility period - after end date

Performance
Number of people trained / Number of people to be trained

Project total cost / Length in km per Project (Per Type of Road)
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Concentration
Beneficiaries involved in multiple Projects
Project partners involved in multiple Projects
Consortium members linked to multiple Projects
Sub-contractors linked to multiple Projects
Other checks
EC assistance / Total Project cost

Fixed assets / Project cost
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Reputation and Fraud alerts

Financial

High or deteriorating propensity to bankruptcy
Relationship

Links between beneficiaries/project partners and contractors/suppliers
Reputation

Involvement of directors / shareholders with bankruptcies

Involvement of directors / shareholders from sensitive regions
Sanction alerts

Involvement of individuals included in PEP list

Involvement of individuals / entities included in sanction lists

Change alerts:
High rotation of directors
Activity changes

Negative info alerts:
Keyword of interest (each Member State to provide its specific keywords).
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Internal data upload from Member States

External data enrichment (Orbis, WorldCompliance, Web mining)
Risk score calculation based on internal and external data
Output visualisation in dashboards

= High risk beneficiaries / projects / contractors / contracts
= Drill-down functionalities

= Visualisation of links between entities/individuals

= Scenario analysis

Export options
Case management
Feedback loop

User management
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Set-up and __
data requests
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Member

GET

Application

Operational Operational GET Server

Data Data database
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Orbis

e Orbis has information on :

Companies : +/- 100 million companies worldwide
Financial data of the company (turnover, shareholders, ...)
Adress information
Related peope (directors, contact people, ...)
Indicators like credibility and bankruptcy

Persons : +/- 100 million persons
First name, last name, Age
Number of affinities, number of companies and role in company

e The data is collected from publicly available
information such as official annual reports or
balance sheets submitted to regulatory bodies

e The level of details available in the database
varies by country and company size
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World Compliance fedlah wora compiiance

e World Compliance collects, aggregates and

centralizes :

PEP lists (politically exposed person)

Sanctions lists (EU Terrorism List, ICE List, CBI List, ...)

Enforcement list (narcotic & human traffickers, money launderers,
fraudsters and other criminals, ...)

Adverse media list (company or person that have been linked to illicit
activities by news sources)

e The data is received from regulatory and
governmental authorities (except for adverse

media list)
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Web Mining moreovereee

e MoreOver collects a daily average of 1,500,000
news articles from 50,000 different sources

worldwide

e Text mining techniques developed at VADIS allows
to retrieve a subset of news that reference
companies/persons involved in EC projects in the a
context of fraud, corruption, etc.

e Pilot on 1 MS ongoing
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Information Privacy

e The information from World Compliance and
Moreover are only accessible through the Arachne
alert details

e It won't be possible for a user to explicitly retrieve
these information for a given company/person
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Demo Arachne risk scoring tool
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Display complete dashboard

This window displays each dashboard in ts minimal version, with a reduced set of alets, functions and records P
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e Final prototype ready

e Implementation during 2013 in the MS

= ESF: ARACHNE will be proposed to all MS in 2013

= ERDF and Cohesion fund: will start progressively
(focus on certain type of OP's => 60 OPs in 2013)
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Approach for each Member State

= Contact MS / Managing authorities 'in scope'

Provide documentation and guidelines

'On-site' visits

Support and feedback during realization and test phase

Go-Live when quality has been approved by all concerned
parties
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Planning

= Phase 1 : Slovakia, Portugal, Romania and Czech Republic
= Contact MS : before 15/05/2013
= On Site visit : 15/05/2013 - 10/06/2013
= Realization and test phase : 1/06/2013 - 31/07/2013
= QOperational : 31/08/2013

= Phase 2 : Bulgaria, Hungary and Poland
= Contact MS : before 15/05/2013
= On Site visit : 10/06/2013 - 30/06/2013
= Realization and test phase : 1/07/2013 - 31/08/2013
= QOperational : 15/09/2013
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Scope / selected op-id's

CCl

OP name

EC Investement

SK 2007SK161PO002Z 0P Environment ERDF € 1.820.000.000
oK 2007SKA81PO00S OP Tranzport ERDF £ 3.206.904 5595
Sk 2007SK181PO003 Regional Operational Programme ERDF £ 1,554 503.927
Sk 2007SK1SUPOO0 OF Research and Development ERDF € 1.209.415.373
Sk 2007SKA81PO0O0OG 0P Competitiveness and Economic Growth ERDF € Ti7.000.000
Sk 2007SKO0SUPOOM Education ESF € 540.000.000
Sk 2007SK05UPO00Z Employment and Social inclusion ESF £ 923.000.000
PT 2007PT161POOO PO Factores de Competitividade ERDF £ 3.103.789.011
PT 2007PT161POOOZ PO Regicnal do Norte 2007-2013 ERDF £ 2711645133
PT 2007PT161POOO3 PO Regicnal Centro ERDF £ 1.701.633.124
PT 2007PT161POOO4 PO Regional do Alentejo 2007-2013 ERDF 3 &68.933.978
PT 2007PT18UPCO01 PO WALD HEA@ﬁD DO TERRTORIO 2007-2013  |ERDF 3 4658.044 223
FT 2007PTOS1POOO PRO-EMPREGO - PO para o Emprego (RAA) ESF 3 190.000.000
Valorizacdo do Potencial Humano & Coesdo Social
il 2007PTOS2PO00T da H.Ar.'l:;;d&ira ESF £ 135.000.000
FT 2007PTOSUPCOO Potencial Humano 2007-2013 ESF 3 §.272.000.000
FT 2007PTOSUPOODZ Assisténcia Técnica FSE ESF 3 73.000.000
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Scope / selected op-id's

Country CCI OP name Fund EC Investement
RO 2007RO181POOM Regional Operational Programme ERDF £ 3.726.021.762
RO 2007RO181POODS Sectoral Operational Programme Environment ERDF £ 4.,512.470.138
Sectoral Operational Programme Increase of
2007RO161PODOZ
RO Economic Competitiveness ERDF £ 2.554,222.109
RO 2007RO181PO003 Sectoral Operational Programme Transport ERDF £ 4,565.937.295
Programul Operaticnal Sectorial Dezvoltarea
2007ROO51POOO :
RO Resurselor Umane ESF £ 3.476.000.000
Programul Operational Dezvoltarea Capacitatii
2007RO051PODOZ
RO Administrative ESF £ 208.000.000
CZ 2007CZ161PO0N4 0P Podnikani a inovace ERDF £ 3.041.312.546
Cz 2007CZ162P0O001 OF Praha Konkurenceschopnost ERDF € 234935005
CF 2007CZ181PO012 0P Vyzkum a vivoj pro inovace ERDF £ 2.070.5680.684
CZ 2007CZ052P0O001 Praha Adaptabilita ESF 3 113.000.000
CZ 2007CZ05UPOOM Lidské zdroje a zaméstnanost ESF £ 1.858.000.000
Cc7 2007CZ05UP0002 Wzdélavani pro konkurenceschopnost ESF £ 1.779.000.000
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Scope / selected op-id's

OP name

Fund

EC Investement

BEG 2007BG161POBIS Operational Programme Environment ERDF £ 1.466.425.481
BG 2007BG161POBD4 Operational Programme Transport ERDF £ 1.624,479.623
BG 2007BG181POON Operational Programme Regional Development ERDF £ 1.378.083.545
Operational Programme Development of the Competitiveness
BG 20078G1ETPODD3 nfpthe ElulgariangEn:nnnn'r'_.r i ’ ERDF £ 087.883.219
EG 2007BG051POO0OT Operational Programme Human Resources Development ESF £ 1.032.000.000
Operational Programme for Economic Competitiveness
HU 2007HUTETPOD0Y (dl;.relnpment} ’ i ERDF £ 2.839.044.584
HU 2007HU1S1POO0S Operational Programme for Social Infrastructure ERDF £ 178.202.172
HU 2007HUS1POOOZ Operational Programme for Environment and Energy ERDF £ 4.178.846.341
HU 2007HU1S1 POOOT Operational Programme for Transport ERDF £ 6.027.275.303
HU 2007HUOSUPOOO Social Renewal ESF i3 3.037.000,000
HU 2007HUOSUPOOOZ State Reform ESF i3 105.000.000
FL Z007PL161PODOZ Program Operacyjny Infrastruktura i Srodowisko ERDF £ 27.913.683.774
PL 2007PL161PODOA Program Operacyjny Innowacyjna Gospodarka, 2007-2013 |ERDF £ 8.254.885.280
FL 2007PLOS1 PO Program Operacyjny Kapitat Ludzki ESF £ 10.007.000.000
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Thank you for your attention

Questions?
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